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                    Vikas Mandi
CSE ,4th year
Roll No. :- 071020101049
Self Defending Network
Cisco Strategy to improve the network’s ability to
identify ,prevents and adapts to threats.
It provides
 Integrated Security
 Security Technology Innovation
 System Level Solution
Today’s Organization Challenges
 Organization and employee need to be more
productive.
 Organization needs to better defend against threats
and vulnerabilities.
 Organization needs to maximize return on
investment.
 Organization needs to improve the mobility.
Sources of pain-TIME and COST
 Employees catch and spread viruses work against IT.
 Too much time spent on managing separate products.
 Tech staff spends too much time handling end user
problems.
 Recovery to steady state is now the challenge.
 Managing different products.
New Internet
Worms
High
Spoofing
Stealth Diagnostics
DDOS
Sniffers
Hijacking Session
Back Doors
Disabling Audits
Password cracking
Sophistication of
Hacker tools
Self Replicating code
Password Guessing
Low
1980
2000
2002
2004
2006
2008
The three pillars of Security
 PRIVACY

Secure Connectivity System.
 PROTECTION

Threat Defense System .
 CONTROL

Trust and Identity Management System.
Cisco’s Integrated Network
Security Systems
 THREAT DEFENCE
 Defend the Edge – Detects and prevents External Attacks.
 Protect the Interior – Protect against Internal Attacks.
 Guard the Endpoints – Protects Host against Infection .
 TRUST AND IDENTITY
 Verify the User and Device – Control WHO/WHAT has
access.
 SECURE COMMUNICATION
 Secure the Transport – Protects Data / Voice
Confidentiality.
Characteristics of a Self Defending Networks
1.
Endpoint Enforcement.
2. Network Device Protection.
3. Dynamic/Secure Connectivity.
4. Dynamic Communication Between Elements.
5. Automated Threat Response
Cisco’s Self Defending Network – In Action
1.
End Point Security enforcement –
Network Admission Control , Identity Based
Network Services
2. Network Device Protection –
Control Plane Policing , Auto –Secure ,Switch
/Router /WAP protection technology.
3.
Dynamic / Secure Connectivity –
Dynamic Multipoint VPN ,VLAN.
Cisco’s Self Defending Network – In Action
(Contd.)
4. Dynamic Communication Between Elements –
Net flow , NBAR , Dynamic Intrusion Protection.
5. Automatic Response –
Cisco Security Agent , Network anomaly Detection .
Cisco Threat Defense System
Product and technologies.
 Firewall – PIX security IOS FW,catalyst,6500 Firewall
Service module .
 Endpoint Security – Cisco Security Agent
 Network Service – Net Flow ,NBAR, Sink hole, Catalyst
Integrated Security features.
Cisco Threat Defense System
Product and technologies.
(Contd.)
 Intelligent Investigation – Cisco Threat Response
technology.
 Content Security – Content engines ,access router network
modules .
 Security Management – Embedded device managers, Cisco
Works SIMS , IP Solution Center.
Business Benefits of Security
Technologies Today
This is NOT about bits and bytes
NOT just Firewalls and Anti-Virus.
This is about Business
Layers of security architecture results in available
applications Cisco ,MacAfee, Symantec, Trend Micro.
Know who is allowed and what their security posture is
A network that truly Defends Itself ,without human
efforts .
Increased Productivity for the IT staff and Business Worker
Summary
 Build a business infrastructure for productivity and





competitive advantage once !!(not rebuilding it every time
you get hacked or infected)
Clients and application anywhere , anytime
Reduce Administration
Faster deployment
Cost Saving
Business Impact
Layer the threat defense in each piece of the network !!
Don’t make it easy for penetration .
Thank You …
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